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ABSTRACT

This paper focuses on evaluating and optimizingapglication
used to filter web content. It will cover the masteps and
complications along the way as well as how theyewmrercome
to arrive at the project's current state. Thesepsstinclude
programming language choice, redesigning the exjsfilter

application, and integrating the new applicatioto iour custom
Apache module.

1. INTRODUCTION
1.1 Background

The amount of information available via the Intérieegrowing

exponentially every day. The discussion on websiasorship
becomes increasingly important at the same rate it the

responsibility of those who use the Internet totadror monitor

this content. There are several commercial pradoctthe market
to sift through web information and decide for tmmsumer what
is “good” or “bad,” but some of these products prasissues.
For example, most of the filtering process is tefthe software
without user involvement. In addition, the constsnare not
directly connected to the other consumers of thmeesproduct.
This limits the amount of discussion regarding vial

purposes for filtering or assistance between theik similar

objectives.

1.2 Solution and Goals

A solution to overcome these issues can be cresied Bayesian
filtering methods that are mostly used today foragnspam
detectio. The overall project goal is to design, implement
deploy a Bayesian filtering system used to caleuthé suitability
of web content in an online community of similamaéd users. It
is in this environment where community leaders ceeate web
filters that prevent access to content deemed iogpiate by the
community (e.g. corporate offices, church groups,)e Our
current research focuses on producing an effidiectinique to
enable a filter, and acquire swift performance wisattulating
the validity of a web page.

To begin creating a system that will block seleetowages, an
Apache 2 servérwas set up with its Apache proxy module

! To learn about Bayesian filtering and its use mgjaémail spam,
see “A  Plan for Spam” by Paul Graham.
http://www.paulgraham.com/spam.html

2 See Apache’s website. http://www.apache.org/

enabled. The design is to proxy the client webnlsar through

the server and filter the content as it passesugirahe server.
The filtering process is done in a custom Apacheul®that we

developed. The module receives web page data tihenproxy

module, extracts text and other useful informafimm the web

page and then calculates a rating for the apprmmeéss of the
web page based on the information extracted. itpbint, our

prototype returns either the original page to #guesting user or
an error page which states that the page has beekel.

2. REDEVELOPMENT

The Bayesian filtering application was previouslyilbin Java
and PHP. The Java implementation functioned quididt didn’t
fit into the architecture of our filtering system.The PHP
implementation was very easy to incorporate inte dverall
filtering system, but because it's not precompitbdre was too
much overhead for a web page to be returned tasee. We
have since decided on a C/C++ implementation offifkering

system because of speed and relative ease of oratign. At the
time, however, we would not know how bandwidth aveb page
size would affect the system until it was fully egtated.
Nevertheless, these factors will be considered viheaking the
system for performance.

2.1 How a Bayesian Filter Works

A Bayesian filter uses statistical analysis to eaté the validity
of a website instead of keywords and phrases likstrfilters.
This method has a higher success rate to the kelywmthod
simply because it calculates a probability of beibngd.” If this
probability is greater than a desired threshol@, page will be
blocked. In a way, it can be thought of as a fuegyc approach
to filtering web content.

Before it can calculate this probability, the filleeeded to have
possession of all of the words found on the siiagbgquestioned.
A parser is used to extract all of the textual eahtdisregarding
any HTML tags or code. These words are then gigehe filter
and placed in a hash table. These words are ceahparcontent
stored within two other hash tables. One of themetains an
acceptable content set while the other containgprapriate
content, both predefined by the publisher of therfi Each word
from the website is assigned a probability of utahility. With a
few formulas given by Bayes’ theorem, the entirdlection of
probabilities is used to calculate an overall pholitg for the site
as awhole.



2.2 A Look at Past Development

After C++ was decided to be used for the applicatitne next

step was to evaluate how the filter was built amglemented in

the other two languages. Without any previous Kedge of how

such a filtering system works, it was importantise the language
closest to C++ and contained the most documentdd. c&ince

Java and C++ are both object oriented programn@nguages, |

decided to focus most of my attention attemptingutalerstand

how the Java version functioned.

Unfortunately, a majority of the methodology usedthe Java
application was not as easily available for C++. anyl
components had to be programmed from scratch addde
anything from sorting algorithms to the hash tabl#swas quite
noticeable that more time would be needed to comple same
task that was previously achieved in Java. Javamast likely
the first language chosen to build the filter doethe massive
documentation that is so well-kept and easily &ibés On the
other hand, however, the new C++ version could vezl} prove
to work much faster than its predecessors. Therealso some
components built into the Java program structuis #re not
possible in C++ (e.g., A class returning an instaoicitself or two
classes contains instances of each other). Feetteasons and
more, the program structure had to be alteredhisrrtew version
written in another programming language. All ofesbk
complexities lead to a new design for the filtergygtem.

2.3 Design

One of the initial problems that arose in the Jgragram
structure, was the ability to have classes contastances of one
another. The Probabilty class possessed NuHashtaigcts and
the NuHashtable class contained a Probability ebj@this cycle
of class structure is not compliant with the C+ogramming
language. Upon closer inspection, it became evidleat the
NuHashtable class contained a Probability objectufse within
one method, fillProb(). Its purpose is to extralttof the words
that were parsed from a website and place them @&ach
Probability object as a WordData type. Each newdPata type
keeps track of a word and that words initial praligb of
appropriateness.

Now, since this the only place that Probabilityuised in the
NuHashtable class, it is quite possible to move fanctionality
to the driver program where these numbers are lyeaged.
Once fillProb() is removed from the NuHashtabless|athe two
objets are no longer dependant on one another. affeint of
code used in the driver to achieve the same resdtsally
decreases. The number of line from the Java vetsidghe C++
version decreased to less than half.

The availability of a hash table class for C++ vea®ther issue
that appeared during the design phase of
Unfortunately, the only hash table class that cdaddfound for
the language was supported by Microsoft's .NET FEaork.

Therefore, it was evident that | should create mw dash table
class. The actual hashing algorithm is conductedhke map.h
predefined class. My hash table class is an sixierof this class
and is not templated, but designed solely for apmra that deal
with Word_data objects. This should spend up angtions used
to view, edit or retrieve data.

this r.filte

In order to avoid memory allocation problems as thoint, the
number of words retrieved from a website is limitexl one
thousand words. This will most likely block thegeaaccurately
regardless of not containing all the words. Inntegority of web
pages, similar content will be dispersed througb téxt and
should, therefore, be evaluated correctly by therfi The worst
case scenario would be if a site’s unsuitable eunte only
present after the one thousandth word.

In order to solve this problem in the future, libe¢ that a second
statistical analysis should be built into the filbg system. As
would be expected, as the number of words contaimed page
increase, so does the execution time to calcullage dverall

probability. However, if we find that a websiteshaore than a
certain number of words, say one thousand to bsistamt with

the problem stated above, it would be beneficialda systematic
random sample of words found on the page and usgetbne

thousand words to calculate the probability. Wtich a large
random sample of textual elements, the accuradhefilter can

only increase.

A UML diagram of the filter’s structure in C++ cdore found in
Appendix A.

3. IMPLEMENTATION

Before the filter can be tested as a standalondicatipn,
particular conditions need to be in place that withulate its
existence in the actual integrated system. Theee three
necessary elements for the system to function propd&he filter
will need a set of words to be placed in the “gobdsh table, a
set of words placed in the “bad” hash table, arsktaof words
from the site being analyzed.

3.1 Preparation for Future Use

When the filter is initialized, the good and bastdiof words are
being loaded into the filter via text files. Whtre system is tied
into the online community, every user will haveithewn lists,
just like these, which they can add or delete selecds or whole
websites. Then the list of words parsed from tlsputed web
page is loaded into the filter as well. This kgl eventually
come from a parser within the module, but for treamime, | am
using a web application | created in PH#at uses parsing
methods previously designed under this prdject

3.2 Testing Accuracy

With the working prototype, the next step is toleate and test
the efficiency of the filter. The first aspectt&st is the accuracy
of the returned probability. It may seem impossitd detect the
filter's level of correctness without doing the aahtions by

hand. Instead of choosing random websites andg#e page is

blocked or allowed, certain concrete tests araiget There are a
few situations where a specific outcome is expected

® http://www.php.net/
4 A copy of the code can be found in Appendix C.



For example, in the first test, all of the textaahtent located on
the ACM (Association for Computing Machinetyyont page is
used in the filter to denote acceptable conteivelrun the ACM

through the filter, then we should expect the ldwegssible
probability. And in fact our tests return an ewrigdy low

probability of 5.38653e-35.

The second test to perform on the filter would be exact
opposite idea of the one above. Now the bad costered in the
filter should be compared to its source. Thedisinappropriate
words for our filter comes from the website of ESPINc.
(Entertainment and Sports Programming Network)f we run
this site through the filter, then a probably aftbuld be expected
as the result since the site and the bad wordalistan exact
match. After running the program, we see thatretisrned every
time.

Now, the third type of test is to utilize other vgé@bs of which the
outcome can be humanly determined. In other wasites that
seem to lean toward good content or lean towardcbatent. In

order to witness how well our filter actually workke Yahoo!

Sporté page was run through the filter. It should beezted for

the site’s probability to be quite high. In fagghoo sports also
returns a probability of 1. This result is modtely the case
because ESPN contains more words than Yahoo!'s padehe

majority of Yahoo!'s content is probably a sub-séthe words

found on ESPN's website.

3.3 Testing Time

The execution time is the most relevant factor be twser
requesting the web page. The user shouldn’t havevdit

excessively longer than it would normally take éad a page
without the filter in place. The less time it takier the filter to
examine a web page via the proxy server and retuesult the
better.  The best case scenario would be to create
implementation of the filter where the overheadrisletectable.

The standalone filter application returned reseksemely fast
for the amount of computation necessary. Althoaghexact
measurement of the execution time was not measurecst
results would be returned within one or two seconlisvas not
essential to obtain these numbers since we are owreerned
about the turn around time once the applicationntegrated
within the Apache 2 web server.

4. INTEGRATION

Once the filter was tested and proved to work ieffitty, it came
time to integrate it with the custom Apache modthat my
research partner had been constructing. The ideimdb this next
step was to include the code that | written andiuisethe module
as a library of functions.

Unfortunately, this is where the project took amexpected turn.
We were under the impression from the beginninghefproject
that it would be easy to integrate C++ generatededato the

5 http://iwww.acm.org/
8 http://www.espn.com
" http://sports.yahoo.com

module that is written in C. For several weeksesal ideas were
passed around and different approaches were takdinof our
attempts to accomplish the incorporation of an abfiented
programming language and a linear programming lagguvere
unsuccessful.

After looking back and evaluating the overall cqoicef the
project, we realized that our goal was to develoffiltaring

prototype through the use of a web server and i wat
necessarily to be accomplished by way of our ctimegthods. It
came apparent that the best solution would be to the C++
code to C so it could be used directly from withire module
without having to deal with a different programmiagguage. At
first we were hesitate of the idea only becausevaeld not have
enough time to possible include all of the addiioiunctionality
that the C++ version offers, but it was a trade wf were
prepared to make for the time being in order toverthat the
filtering system will function as planned.

The main components of the filter, mostly consitiof the
Probability class, were converted into C code.tahdalone C file
was created to gradually make the shift in languagkcompile it
after new segments were added. Variables that umed
throughout the program were temporarily initializadthe top of
this file so that the compilation could successfulln. After the
conversion was completed, this section of initetiian could be
eliminated and the rest of the code would therefmable to be
pasted directly into the module and work accordingDnce this
code was in the hands of my research partner witloei®ne in
charge of the Apache module, a few additional changere
made on his part to make the filter work efficigntl

5. SUMMARY AND CONCLUSIONS

Until this semester, the idea of a Bayesian filtgrisystem
functioning accurately on a web server was just;tha idea.
Now after much research and hard work, we haveodesed a
method to make this concept possible. The mosbusdorocess
along the way was certainly producing code for tGe+

application due to the lack of extensive documémat
Reengineering is a concept that is very common amputer
science and it is surely the next step in this gmbj We have
proven that this can be done and now the procesdsn® be
examined more closely. Although the foundatiorthed project
has been created, it needs to be scrutinized ierot add
necessary functionality to our solution or to fioither methods to
achieve the same results only faster and moreesffic

6. FUTURE WORK

There are three essential components still remgiinirthe project

that need to be addressed. The first of thesdéas added onto
the project because of the way the filter and theb vgerver

eventually were integrated. The C++ filter apgima has far

more functionality than the translated C versioat ik located on
the web server. Our concentration this semestsrtavarove that
the filter could actually work in this manner andwnadditional

elements found in the standalone application caintleded to

create a more flexible and efficient environment.

Now that filters can be enabled in the systemni step would
be to integrate the online community with the depetent on the



web server. It is from this site that the filtetsould be created
and maintained. The Bayesian Clearinghouse credeas user
interface for all the members of the site to easdit their filtering
needs.

The final component in this project would be touatty question
our current solution to the problem. Is there #@dpeway to
achieve the same goals? Better yet, is there a efficient way
to achieve our goals and even add more to theitmatity to the
filtering system? Questioning the solution candldga other
options and developments that may be quite beakfto the
project.
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APPENDIX A

Below is a UML diagram of the filter applicatiorétass structure.



APPENDIX B
B.1 The Driver Program

This program is run to test the results of the Bayefilter.

/*****************************

Jonathan Bulava
Filtering Research

Dr. Peter DePasquale
Bayes filter.cpp

*****************************/

/**************************************************

This is the driver class used to test the Bayesia
filter that can be constructed using the other
included classes. It initializes the good and ba

hashtables which are dependent on the content the

wishes to filter. It then initializes a hashtabl

words from a text file where the filename is give
the command line. These words are from the site

the filter is supposed to check. The probability

sent to a dat file unless the debug flag has been

at the command line. In that case, it is only pr

on the screen.
kkhkkkkhkkkhkkhhhhhhhhhhhhhhhhhhhhhhkhhhhhhhhkhhhhhik

#include "Nu_hashtable.h"
#include "Word_data.h"
#include "Probability.h"
#include <string>

#include <iostream>
#include <fstream>
[[#include "time.h"

using namespace std;

int main(int argc, char **argv) { //USAGE: Bay

if (argc == 2) || (argc == 3)) { //Make sure
/l entered o

bool debug = false; //debug valu

if (argc == 3) {
string debug_check = argv[2];
if(debug_check == "debug") /lif debug i
debug = true; /l[debug valu
}

if(debug) /IMESSAGE: B
cout << "\nBegin main...\n";

/Nnitialize variables

string filename = argv[1]; Iltext file
Nu_hashtable good_ht; /lgood hash
Nu_hashtable bad_ht; /lbad hash t

Nu_hashtable prob_ht; //probabilit

K*kkkkkk

n

d
user
e of
non
that
is
set
inted

******/

es_filter <file> (*|debug)

there are two or three arguments
n the command line

e set to false

s typed in on the command line,
e is set to true

eginning of program

of parsed html text
table

able

y hash table



if(debug) [IMESSAGE:
cout << "Initialized hash tables...\n";

good_ht.fill_word("good.txt");  //fill hash
bad_ht.fill_word("bad.txt"); /ffill hash

if(debug) IIMESSAGE:
cout << "Filled good and bad hash tables...\n

Probability prob(good_ht, bad_ht); //create a
// the good

if(debug) IIMESSAGE:
cout << "Initialized probability object...\n"

/initialize variables to read parsed words
string word;

ifstream input;
input.open(filename.c_str());  //open the
int item_count = 1;

while ((input >> word) && (item_count <= 1000))

prob.fill_var(word); /Iplace the
Word_data word_obj(word, prob.calc_prob());
prob_ht.insert(word, word_obj); //insert th
item_count++;

}
if(debug) IIMESSAGE:
cout << "Word count: " << item_count << "\n";
if(item_count > 1000) { /[Check if
cout << "Error: Vector limit of 1000 exceeded
exit(1); /lexit the
input.close(); /lclose the
if(debug) IIMESSAGE:

cout << "Filled probability hash table...\n";

llcreate a vector of words in order by probabil

tvector<Word_data> in_order = prob_ht.order_pro

if(debug) [IMESSAGE:
cout << "Probabilities sorted in order...\n";

prob.extract_sig_prob(in_order); /lextracts
/Ito calcul

if(debug) IIMESSAGE:
cout << "Significant probabilities extracted.

if(debug) {
cout << "Final Prob: " << prob.calc_final_p()
prob and print
cout << "Final Probability calculated.\n\n";

}

All variables initialized
table with good words
table with bad words

Good/bad HTs filled

probability object given
and bad hash tables

Probability object
input stream
{/lwhile there are still words,

word in the prob object

e word in the hashtable

Print word count

maximum vector size is exceeded

An";

program

input stream

Filled probability HT

ity

b(filename);

Filled probability HT
ignificant probabilities

ate the overall probability
Extract significant probabilities
.An";

<< "\n"; //calculate the final

/IMESSAGE: Final Probability



else {
fstream file_op("probOutput.dat",ios::out);
file_op << prob.calc_final_p();
to the file
file_op.close(); /[close the

else {
cout << "Bayes_filter: Insufficient arguments\n
arguments entered
cout << "Usage: Bayes_filter [file] (*|debug)\n

return O;

}

/lopen a dat file for writing
/[calculate the prob and write

file

" [lwrong number of command line

\n"; //display usage



B.2 Nu_hashtable class

The purpose of this class is to extend the funetignof a normal hash table.

/*****************************

Jonathan Bulava
Filtering Research

Dr. Peter DePasquale
Nu_hashtable.cpp

*****************************/

/**************************************************

This class extends the functionality of a custom

hashtable class that is much simpler.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkhkhkhhhkkkhkkkkkkkkkx

#include "Nu_hashtable.h"
#include <string>

#include "tvector.h"
#include "Word_data.h"
#include <fstream>
#include <iostream>

using namespace std;

/**************************************************

Nu_hashtable constructor.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhhhkkkhkkkkkkkkkx
Nu_hashtable::Nu_hashtable()

: total_occ(0),
web_num(0)

{

}

/**************************************************

This function takes the word it was passed and, i
does not already exist in the
hashtable, puts it
into a Word_data obj w/ count=1, and inserts into
hashtable.
If the word already exists, it
increments the count# of the existing Word_data o
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkhkhkhkhhkkkkkkkkkkkkx

void Nu_hashtable::insert_w(string s) {
Word_data word_obij(s);

/lfor now, assume every word hashes uniquely
if(wd_hash_table.contains(s)) {

//set word_obj equal to the object removed at t
word_obj = wd_hash_table.remove(s);
word_obj.increment_count(); /lincreas
wd_hash_table.put(s,word_obj); /llinsert

else { /fif the wo
/lits kin
wd_hash_table.put(s,word_obj);
}

*kk

**/

*kk

**/

*kk

fit

bj.

**/

hat key

e the count #
the updated word_obj

rd is the first of
d, insert with count=1



/ * *kkkkk * * * * * * * *kkkkk

INSERTED IN CASE THIS FUNCTIONALITY
IS NEEDED IN FUTURE DEVELOPMENT.

This method opens up the specified file, and
tokenizes and removes each word.

If count = 1, the
entire Word_data obj of that word is removed.
Otherwise, the count number

is decremented.

* * * * * * *kkkkk * * * *

void Nu_hashtable::remove_w(string file) {

}

/ * *kkkkk * * * * * * * *kkkkk

This function tokenizes the words in the specifie
file and inserts into the hashtable.
It calls insert_w() to do the actual insertion.

* * * *kkkkk * * * *

void Nu_hashtable::fill_word(string file) {

string word;
ifstream input;
input.open(file.c_str());

while (input >> word) {
insert_w(word);

}

input.close();

web_num++; //increment the number of webpages en

}

/ * *kkkkk * * * * * * * *kkkkk

This function returns the number of webpages that

were inserted into the hashtable
int Nu_hashtable::get web_num() {
return web_num;

}

/ * *kkkkk * * * * * * * *kkkkk

INSERTED IN CASE THIS FUNCTIONALITY
IS NEEDED IN FUTURE DEVELOPMENT.

This function returns the total number of occuran
of every word in the hashtable. In other words,
adds up the count # of every word. Since
probability hashtables do not keep track of count
#s, there is no point to use this method of them.

* * * * *kkkkk * * * *

int Nu_hashtable::get_total_occ() {

}

*k%k

**/

*k%k

**/

tered into this hashtable

*k%k

**/

*kk

ces
it

**/



/ * *kkkkk * * * * * * * *kkkkk

INSERTED IN CASE THIS FUNCTIONALITY
IS NEEDED IN FUTURE DEVELOPMENT.

This function sorts a hashtable into alphabetical
order. It returns the ordered hashtable as a
Vector.

* * * * * * *kkkkk * * * *

tvector<Word_data> Nu_hashtable::order_hash() {

}

/ * *kkkkk * * * * * * * *kkkkk

This function returns the hashtable as a numerica
(by probability) ordered vector.

*kkkkk * * *

tvector<Word_data> Nu_hashtable::order_prob(string

string word;
ifstream input;
input.open(filename.c_str());

/lget a vector of the website text without duplic
tvector<string> used_words(1000);
int used_index = -1;

/Iwhile there are still words, place them in a ve
/lwithout any duplicates
int item_count = 1;

while((input >> word) && (item_count <= 1000)) {
bool duplicate = false;

for(int i = 0; i <= used_index; i++) {
if(lused_words[i] == word) {
duplicate = true;

}

}

if('duplicate) {
used_index++;
used_words[used_index] = word;

}

item_count++;

}
if(item_count > 1000) {

cout << "Error: Vector limit of 1000 exceeded.\
exit(1);

/Iplace all the coresponding word_data objects in
/Ivector to be returned

tvector<Word_data> wd_vector(used_index+1);
Word_data wd;

for(inti = 0; i <= used_index; i++) {

*kk

**/

*k%
Iy

**/

filename) {

ates

ctor

toa



wd = wd_hash_table.get(used_words]i]);
wd_vector][i] = wd;

[[sort the vector by probabilities

tvector<Word_data> wd_temp(used_index+1);
int size = 0;

for(int j = 0; j <= used_index; j++) {
if(size > 0) {
wd_temp[size] = wd_vector[size];
int marker = size;

while(wd_temp[marker].get_prob() < wd_temp[mar
Word_data w = wd_temp[marker-1];
wd_temp[marker-1] = wd_temp[marker];
wd_temp[marker] = w;
marker--;

if(marker == 0)
cout << "0 marker reached\n";
break;

}

else {
wd_temp[0] = wd_vector[0];

size++;
}

return wd_temp;

}

/ * *kkkkk * * * * * * * *kkkkk

Prints out the vector it was passed. This functi
is specifically for printing vectors of (word&cou
hashtables, b/c the print_word_data() function th
is called within only prints out words and counts
If this function was used for a probability vecto
all count # would equal 0.

* * * * *kkkkk * * * *

void Nu_hashtable::print_in_order(tvector<Word_data
for(int i=0; i<v.size(); i++) {
((Word_data)v[i]).print_word_data();

}

/ * *kkkkk * * * * * * * *kkkkk

Prints out the Vector it was passed. This functi
is specifically for printing vectors of (word&pro
hashtables, b/c the print_word_data2() function t
is called within prints out only words and
probabilities.

* * * * * *kkkkk * * * *

void Nu_hashtable::print_in_order2(tvector<Word_dat
for(int i=0; i<v.size(); i++) {
((Word_data)v[i]).print_word_data2();

ker-1].get_prob()) {

*k%k
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**/

>Vv){
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/ * *kkkkk * * * * * * * *kkkkk

INSERTED IN CASE THIS FUNCTIONALITY
IS NEEDED IN FUTURE DEVELOPMENT.

Serializes the current hashtable into a file. Th
string argument, name, is the name of the file th
the hashtable is supposed to be serialized into.

* * * * *kkkkk * * * *

void Nu_hashtable::serialize(string name) {

}

/ * *kkkkk * * * * * * * *kkkkk

This function is used to insert a word object in
the hashtable with its string as the key.

* * *kkkkk * * *

void Nu_hashtable::insert(string key, Word_data wd)
wd_hash_table.put(key, wd);
}

/ * *kkkkk * * * * * * * *kkkkk

Returns the number of elements in the hashtable.

* * * * * * *kkkkk * * * *

int Nu_hashtable::size() {
return wd_hash_table.size();

}

/ * *kkkkk * * * * * * * *kkkkk

Returns true if the key is in the hashtable.

* * * * * * *kkkkk * * * *

int Nu_hashtable::contains(string key) {
return wd_hash_table.contains(key);

}

/ * *kkkkk * * * * * * * *kkkkk

Returns the word object mapped to the given key.

* * * * * *kkkkk * *

Word_data Nu_hashtable::get(string key) {
return wd_hash_table.get(key);

}
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B.3 Hash_table class

A custom hash table class created to be used only/érd_data objects.

/*****************************

Jonathan Bulava
Filtering Research
Dr. Peter DePasquale

Hash_table.cpp
*****************************/

/**************************************************

A custom hashtable class created for use only wit
Word_data objects.

kkkkkkkkkkkkkkkkkkkhkkkkkkhhkkhhkkhkkkhkkkkkkkkkkhkkkx

#include "Hash_table.h"
#include "Word_data.h"
#include <string>

/H#define READBUFLEN (2048)
/Istatic char buffREADBUFLEN];
/Istatic char buf2[READBUFLEN];

int Hash_table::magic = 'N' | (H'<<8) | ('S'<<16)

/**************************************************

Hashtable constructor.
kkhkkkkhkkkkhkkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhhhik

Hash_table::Hash_table()
{

/**************************************************

Returns the Word_data object that is mapped to th
given key.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhhhkkkkkkkkkkkkx
Word_data Hash_table::get(string key) {
if (key ==""){
cout << "Hash_table::get(): null string key";

}

if (swmap.find(key) == swmap.end()) {
Word_data empty;
return empty;

else {
return swmap[key];

}
}

/**************************************************

Returns the first element in the hashtable.
kkkkkkhkkkhkkkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhihhik

string Hash_table::first_key() {

map<string,Word_data>::iterator it = swmap.begin(

if (it == swmap.end()) {
return O;
}else {

*kk
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| (H'<<24);

*kk

**/

*kk
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*kk

**/



return it->first.c_str();

}
}

/ * *kkkkk * * * * * * * *kkkkk

Returns the next element in the hashtable.

* * * * * *kkkkkkkkk * * * *

string Hash_table::next_key(string key)
{
map<string,Word_data>::iterator it = swmap.find(k
if (it == swmap.end()) {
return O;
}else {
it++;
if (it == swmap.end()) {
return O;
}else {
return it->first.c_str();

}
}

/ * *kkkkkkkkk * * * * * * *kkkkk

Places the Word_data object in the hashtable usin
the given string key.

* *kkkkkkkkk * * * *

void Hash_table::put(string key, Word_data wd)

{
if (key =="") {
cout << "Hash_table::put(): null string key";

}

swmaplkey] = wd;

/ * *kkkkk * * * * * * * *kkkkk

Removes the element at the given key and the key

itself.

* * * * * *kkkkkkkkk * * * *

Word_data Hash_table::remove(string key)

Word_data wd = swmaplkey];
swmap.erase(key);
return wd;

}

/ * *kkkkkkkkk * * * * * * *kkkkk

Returns the number of elements in the hashtable.
int Hash_table::size() const {
return swmap.size();

}

/ * *kkkkkkkkk * * * * * * *kkkkk

Returns true if the key is in the hashtable.

* * * * * * *kkkkk * * * *

int Hash_table::contains(string key) {

*kk
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return swmap.find(key) != swmap.end();

}



B.4  Probability class

This class uses Bayes’ Theorems to calculate thieapility of a website containing inappropriate teor.

/*****************************

Jonathan Bulava
Filtering Research

Dr. Peter DePasquale
Probability.cpp

*****************************/

/**************************************************

This class is used to calculate the probability o
a website containing inappropriate content. It

utilizes Bayes' Theorems to acheive this.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkhkhkhhhhkkkkkkkkkkkx

#include "Probability.h"
#include "Nu_hashtable.h"
#include "tvector.h"
#include "randgen.h"
#include <string>

#include <cmath>

using namespace std;

/**************************************************

This constructor makes copies of the current

hashtables for its use.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhhhkkkkkkkkkkkkx
Probability::Probability(Nu_hashtable g, Nu_hashtab
: count_g(0),

count_b(0)

{
good

bad
}

/**************************************************
This function extracts the necessary info for eac
of the variables that are used to calculate a wor
P(B|W) probability.

kkkkkkkkkkkkkkkkkkkhkkkkhkkhhkkhhkkhkkkhkkkkkkkkkkhkkkx

void Probability::fill_var(string w) {

g;
b;

num_good = good.get_web_num(); //# webpages in g
num_bad = bad.get_ web_num(); //# webpagesinb

good_total = good.size(); /[# words in good
bad_total = bad.size(); /l# words in bad

/lif the good hashtable has the word at that key
if(good.contains(w)) {
count_g = ((Word_data)good.get(w)).get_count();

else {
count_g = 0; //to make sure old values of count

}

*kk
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if(bad.contains(w)) {
count_b = ((Word_data)bad.get(w)).get_count();

else {
count_b =0; //to make sure old values of coun

}

}

/ * *kkkkk * * * * * * * *kkkkk

This function calculates the P(W|B) part of Baye'

Theorem; i.e., it calculates the probability of a

word W appearing in the bad corpus. This means

divide the number of times the word appears by th

total number of words in the bad hashtable.
double Probability::PWB() {

return count_b/bad_total;

}

/ * *kkkkk * * * * * * * *kkkkk

This function calculates the P(B) part of Baye's
Theorem; i.e., it calculates the probability of B
webpages appearing in general. This means divide
the number of bad webpages inserted into the bad
hashtable by the total number of webpages inserte
in both good and bad hashtables.

* * * *kkkkk * * * *

double Probability::PB() {
return num_bad/(num_bad+(num_good*2)); //bias ngo

}

/ * *kkkkk * * * * * * * *kkkkk

This function calculates the P(W|G) part of Baye'
Theorem; i.e., it calculates the probability of a
word W being in the Good corpus. This is just
dividing the number of times a word appears in th
good hashtable by the total number of words in th
good hashtable.

* * * * *kkkkk * * * *

double Probability::PWG() {
return (count_g*2)/(good_total*2); //bias all goo
}

/ * *kkkkk * * * * * * * *kkkkk

This function calculates the P(G) part of Baye's
Theorem; i.e., it calculates the probability of a
webpage being good. This is done by dividing the
number of good webpages inserted into the good
hashtable by the total number of webpages inserte
into both hashtables.

double Probability::PG() {
return (num_good*2)/(num_bad+(num_good*2)); //bia

}

t b don't persist
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/ * *kkkkk * * * * * * * *kkkkk

This function calculates the P(B|W) part of Baye'
Theorem; i.e., it calculates the probability of a
webpage being bad if it contains the word W.

*kkkkk * * * *

double Probability::calc_prob() {
/Icalculates the probability of the word being in

word_prob = (PWB()*PB())/(PWB()*PB() + PWG()*PG()

/lif word is neither in good nor in bad corpus

if(PWB() == 0) && (PWG() == 0)) {
word_prob = 0.4;

}

/lif word is only in bad or only in good, assign
/I to keep 0's and 1's from saturating equation
if(word_prob == 1) {

word_prob = 0.99;
}

if(word_prob == 0) {
word_prob = 0.01;
}

return word_prob;

}

/ * *kkkkk * * * * * * * *kkkkk

This function extracts 20 "significant"
probabilities, i.e., probabilities farthest from
neutral 0.5, and puts them into an array. It sta
out by taking the first and last entries in the
vector (the smallest and largest entries in the
vector, respectively), and after comparing them,
takes the one with the largest difference from 0.
If neither entry is larger, then one of them is
randomly chosen.

* * * * * *kkkkk * * * *

void Probability::extract_sig_prob(tvector<Word_dat

Word_data temp_f; /ltemp holder for ent
Word_data temp_b; /ltemp holder for ent
int counter_f =0; /[counter for the fro

int counter_b = v.size()-1; //counter starting at

if(v.size() < 40) {
cout << "\nError:\n Website size too small to
cout << " Only " << v.size() << " words found
exit(1);

else {
for(int g=0; g<20; g++) { //until 20 sig prob

[/Itake an entry from the front and the end of
temp_f = v[counter_f];
temp_b = v[counter_b];

if(fabs(0.5 - temp_f.get_prob()) > fabs(temp_
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/lif the difference is greater for temp_f,

sig_w[g] = temp_f; llenter temp_
sig_p[g] = temp_f.get_prob(); //enter the p
counter_f++; /lincrement i

front

}
else if(fabs(0.5 - temp_f.get_prob()) < fabs(

sig_w[g] = temp_b; //temp_b is farther from
array

sig_p[g] = temp_b.get_prob();
counter_b--; //decrement its counter to the

}

else if(fabs(0.5 - temp_f.get_prob()) == fabs
/lif the differences are equal, choose by g
/lif the number is less than 5, choose temp
/[This is done because if only front or bac
/lwhere the differences are equal, it may t

heavily

/lin one direction or the other

if(gen.RandInt(1,10) < 5) { //if number is
sig_w[g] = temp_f; /temp_f is chosen, en

sig_p[g] = temp_f.get_prob();
counter_f++; /lincrement its counte

else { //if number is greater than or equal
sig_w[g] = temp_b; //choose temp_b
sig_p[g] = temp_b.get_prob();
counter_b--; //[decrement its counter to t
vector

/ * *kkkkk * * * * * * * *kkkkk

This function calculates the final probability of
page being bad. It uses Bayes' Theorem using the
form:
a*b where a and b are individual
———————————————— probabilities.
a*b + (1-a)(1-b)

*kkkkk * * * *

double Probability::calc_final_p() {

double num = sig_p[0];
double denom = 1 - sig_p[O0];

/lget the value of the numerator: a*b*c*d...etc
for(int i=1; i<20; i++) {
num = num * sig_pli;

}

/lget denominator value: num + denom

temp_fis chosen

finto array

robability into array

ts counter to the next entry in

temp_b.get_prob() - 0.5)) {

0.5, it is chosen and added into

previous largest entry in vector
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for(int b=1; b<20; b++) {
denom = denom * (1-sig_p[b]);

}

denom = denom + num;
return num/denom;

}

/' * *kkkkk * * * * * * * *kkkkk *kk

This function prints out the 20 most significant

words. More specifically, it prints out the

Word_data objects that were entered into the arra y
sig_w. This method should be called only after

extract_sig_prob() is called.

* * * *kkkkk * * * **/

void Probability::print_sig_prob() {

Word_data temp;
cout << "Most Significant Words:";

/lprint out the items in the array sigW
for(int g=0; g<20; g++) {
cout << g<<" "<<sig wfg].get_ word() << '\t ' << sig_w[g].get_prob();

}
}



B.5 Word_data class
The function of this class to keep track of the dgoextracted from a webpage or the words deternimée of good or bad content. Each
instance holds a word and its probability or fregeye

/*****************************

Jonathan Bulava
Filtering Research

Dr. Peter DePasquale
Word_data.cpp

*****************************/

/************************************************** *kk

The function of this class to keep track of the
words extracted from a webpage or the words
determined to be of good or bad content. Each
instance holds a word and its probability or

frequency.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkhkhhhhhkkkkkkkkkkkkx **/

#include "Word_data.h"
#include <string>
using namespace std;

/************************************************** *kk
This constructor initilizes a word to nothing, an d
its count to zero.

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkhkhkhhhhkkkkkkkkkkkx **/

Word_data::Word_data()

sword(" "),
count(0)

/************************************************** *kk
This constructor initilizes a word to word_in, an d
its count to 1, since the only time a new Word_da ta

obj will be created is when a word that is not in

the hashtable already is parsed.
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkhkhkkhhhhkkhhkkkkkkkkx **/
Word_data::Word_data(string word_in)
: word(word_in),

count(1)

/************************************************** *kk
This constructor initilizes a word to word_in, an d
prob to p.

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkhhhkhhhhkkkkkkkkkkkx **/

Word_data::Word_data(string word_in, double p)
: word(word_in),

prob(p)
/************************************************** *k%k
This function returns the word.
kkhkkkkhkkkhkkkhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhkhhhihik **/

string Word_data::get_word() {
return word;



}

/ * *kkkkk * * * * * * * *kkkkk

This function returns a word's count number.
double Word_data::get_count() {
return count;

}

/ * *kkkkk * * * * * * * *kkkkk

This function returns a word's probability.

* * * * * *kkkkkkkkk * *

double Word_data::get_prob() {
return prob;

}

/ * *kkkkk * * * * * * * *kkkkk

This function increments the count number by 1.
This is done when a word has been parsed more tha
once into the same hashtable.

void Word_data::increment_count() {
count++;

}

/ * *kkkkk * * * * * * * *kkkkk

This function decrements the count number by 1.
This is done when a word existing in a hashtable
has been removed.

void Word_data::decrement_count() {
count--;

}

/ * *kkkkk * * * * * * * *kkkkk

This function prints out a word and its count
number.

void Word_data::print_word_data() {
cout << word << "\t\t" << count << endl;

}

/ * *kkkkk * * * * * * * *kkkkk

This function prints out a word and its
probability.

* * *kkkkkkkkk * * * *

void Word_data::print_word_data2() {
cout << word << "\t\t" << prob << endl;

}
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Appendix C
Here is the code for the PHP application used ¢aterfiles containing a given website’s textuabinfation. The section of code used to
parse the page was previously written.

<html>

<head>

<title>Untitled Document</title>

<meta http-equiv="Content-Type" content="text/html; charset=iso0-8859-1">
</head>

<body>

<?
ini_set('display_errors', 1);
error_reporting(E_ALL & ~E_NOTICE);
include("htmlparser.inc");

if (isset ($_POST['submit?)) {
$timestampl = time();
$filename = $_POST['name;
$url =$_POST['url];

$lines_string ="";

$handle = fopen($url,"r");

while (!feof($handle)) {
$buffer = fgets($handle, 256);
$lines_string = $lines_string . $buffer;

}
fclose($handle);

$wordArray = array();
$inScript = false;
$inStyle = false;

$webpageText = array();
$parser = new HtmlParser($lines_string);

while ($parser->parse()) {

if(strcasecmp($parser->iNodeName,"script")==0){ /ldetermine if inside or outside
a script tag

if($parser->iNodeType==1){
$inScript = true;
}

if($parser->iNodeType==2){



$inScript=false;
}
}

if(strcasecmp($parser->iNodeName,"style")==0){/
a style tag

if($parser->iNodeType==1){
$inStyle = true;

}
if($parser->iNodeType==2){

$inStyle = false;
}
}

if ($parser->iNodeType == NODE_TYPE_TEXT && !$i
is identified not in style or script tags

$sValue = trim($parser->iNodeValue);

$wordArray = explode(" ",$sValue);//break up

for($counter=0;$counter<count($wordArray);$co

$wordArray[$counter] =
Z]|nbsp',",$wordArray[$counter]);//get rid of non-

if($wordArray[$counter]!="" && strlen($wor
null string and strings less than 3 letters

$webpageText[] = strtolower($wordArray[$c
uniformity

}
}
}

if($parser->iNodeType == NODE_TYPE_ELEMENT){
if(strcasecmp($parser->iNodeName,"META")==0){
if(array_key_exists("content",$parser->iNod

$val = $parser->iNodeAttributes["content”
$sValue = trim($val);

/determines if inside or outside

nScript && !$inStyle){//if text

text into array of words

unter++){

ereg_replace('[*a-z" A-
alphabetic characters

dArray[$counter])>2) {//eliminate

ounter]);//take out caps for

/ltake out meta tag information

eAttributes))



$wordArray = explode(" ",$sValue);

for($counter=0;$counter<count($wordArray)

$wordArray[$counter] =
Z]|nbsp',",$wordArray[$counter]);

if($wordArray[$counter]!="" && strlen(
$webpageText[] = strtolower($wordArra

if($parser->iNodeType == NODE_TYPE_ELEMENT){ //
img, input, and area tags

if(strcasecmp($parser->iNodeName,"img")==0 Il
>iNodeName,"input")==0||strcasecmp($parser->iNodeNa

if(array_key_exists("alt",$parser->iNodeAtt
$val = $parser->iNodeAttributes["alt"];
$sValue = trim($val);
$wordArray = explode(" ",$sValue);

for($counter=0;$counter<count($wordArray)

$wordArray[$counter] =
Z]Inbsp',",$wordArray[$counter]);

if($wordArray[$counter]!'="" && strlen(
$webpageText[] = strtolower($wordArray

$timestamp2 = time();
$totaltime = $timestamp?2 - $timestamp1;

$filename = $filename . ".txt";
if($fp = fopen($filename, 'w") {

for($i = 0; $i < sizeof($webpageText); $i++) {
fwrite($fp, $webpageText[$i] . "\n");

;$counter++){

ereg_replace('[ Na-z"A-

$wordArray[$counter])>2) {
y[$counter]);

gets alt tag information from

strcasecmp($parser-
me,"area")==0){

ributes)){

;$counter++){

ereg_replace('[ na-z"A-

$wordArray[$counter])>2) {
[$counter]);



}
fclose($fp);

print "<font color=\"#FF0000\">Parse Successful
print "Time: " . $totaltime . " seconds</font><
$array = file($filename);

print "Number of tokens: " . sizeof($array) . "
print "<a href=\"" . $filename . "\">View " . $

}

else {
print "<font color=\"#FF0000\">Error</font>";

}
}

?>
<h1>HTML Parser</h1>

<form method="POST" action="phpparser.php">
URL:<input type="text" name="url" value="http://" s
Filename:<input type="text" name="name" size="20"><
<input type="submit" name="submit" value="Submit Fo
<input type="reset" value="Reset Form">

</form>

</body>
</html>

<br>";
br><br>";

<br><br>";
filename . "</a><br><br><hr>";

ize="100"><br><br>
br><br>
rm">



